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Notice of Privacy Practices  
 

IMPORTANT:  THIS NOTICE DESCRIBES HOW MEDICAL  
INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND 
HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE 
REVIEW IT CAREFULLY. 

As an essential part of our commitment to you, German Township Fire Department maintains 
the privacy of certain confidential health care information about you, known as Protected 
Health Information or PHI.  We are required by law to protect your health care information 
and to provide you with the attached Notice of Privacy Practices.   

The Notice outlines our legal duties and privacy practices respect to your PHI.  It not only 
describes our privacy practices and your legal rights, but lets you know, among other things, 
how German Township Fire Department is permitted to use and disclose PHI about you, how 
you can access and copy that information, how you may request amendment of that 
information, and how you may request restrictions on our use and disclosure of your PHI.   

German Township Fire Department is also required to abide by the terms of the version of this 
Notice currently in effect. In most situations we may use this information as described in this 
Notice without your permission, but there are some situations where we may use it only after 
we obtain your written authorization, if we are required by law to do so.    

We respect your privacy, and treat all health care information about our patients with care 
under strict policies of confidentiality that all of our staff is committed to following at all times.   

PLEASE READ THE ATTACHED DETAILED NOTICE.  IF YOU HAVE ANY QUESTIONS ABOUT IT, 
PLEASE CONTACT THE SAFETY OFFICER.  

Purpose of this Notice:  German Township Fire Department is required by law to maintain the 
privacy of certain confidential health care information, known as Protected Health Information 
or PHI, and to provide you with a notice of our legal duties and privacy practices with respect 
to your PHI. This Notice describes your legal rights, advises you of our privacy practices, and 
lets you know how German Township Fire Department is permitted to use and disclose PHI 
about you.   

German Township Fire Department is also required to abide by the terms of the version of this 
Notice currently in effect. In most situations we may use this information as described in this 
Notice without your permission, but there are some situations where we may use it only after 
we obtain your written authorization, if we are required by law to do so.  
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Uses and Disclosures of PHI: German Township Fire Department may use PHI for the 
purposes of treatment, payment, and health care operations, in most cases without your 
written permission.  Examples of our use of your PHI:   

For treatment.  This includes such things as verbal and written 
information that we obtain about you and use pertaining to your 
medical condition and treatment provided to you by us and other 
medical personnel (including doctors and nurses who give orders to 
allow us to provide treatment to you). It also includes information 
we give to other health care personnel to whom we transfer your 
care and treatment, and includes transfer of PHI via radio or 
telephone to the hospital or dispatch center as well as providing the 
hospital with a copy of the written record we create in the course 
of providing you with treatment and transport.  

For health care operations.  This includes quality assurance activities, licensing, and training 
programs to ensure that our personnel meet our standards of care and follow established 
policies and procedures, obtaining legal and financial services, conducting business planning, 
processing grievances and complaints, creating reports that do not individually identify you for 
data collection purposes, fundraising, and certain marketing activities.   

Use and Disclosure of PHI without Your Authorization.  German Township Fire Department is 
permitted to use PHI without your written authorization, or opportunity to object in certain 
situations, including: 

• For German Township Fire Department’s use in treating you or in obtaining payment for 
services provided to you or in other health care operations;  

• For the treatment activities of another health care provider;  

• To another health care provider or entity for the payment activities of the provider or 
entity that receives the information (such as your hospital or insurance company); 

• To another health care provider (such as the hospital to which you are transported) for 
the health care operations activities of the entity that receives the information as long 
as the entity receiving the information has or has had a relationship with you and the 
PHI pertains to that relationship; 

• For health care fraud and abuse detection or for activities related to compliance with 
the law; 

• To a family member, other relative, or close personal friend 
or other individual involved in your care if we obtain your 
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verbal agreement to do so or if we give you an opportunity 
to object to such a disclosure and you do not raise an 
objection.  We may also disclose health information to your 
family, relatives, or friends if we infer from the 
circumstances that you would not object. For example, we 
may assume you agree to our disclosure of your personal 
health information to your spouse when your spouse has 
called the ambulance for you.   In situations where you are 
not capable of objecting (because you are not present or 
due to your incapacity or medical emergency), we may, in 
our professional judgment, determine that a disclosure to 
your family member, relative, or friend is in your best 
interest. In that situation, we will disclose only health 
information relevant to that person's involvement in your 
care. For example, we may inform the person who 
accompanied you in the ambulance that you have certain 
symptoms and we may give that person an update on your 
vital signs and treatment that is being administered by our 
ambulance crew;  

• To a public health authority in certain situations (such as reporting a birth, death or 
disease as required by law, as part of a public health investigation, to report child or 
adult abuse or neglect or domestic violence, to report adverse events such as product 
defects, or to notify a person about exposure to a possible communicable disease as 
required by law;  

• For health oversight activities including audits or government investigations, 
inspections, disciplinary proceedings, and other administrative or judicial actions 
undertaken by the government (or their contractors) by law to oversee the health care 
system; 

• For judicial and administrative proceedings as required by a court or administrative 
order, or in some cases in response to a subpoena or other legal process;  

• For law enforcement activities in limited situations, such as when there is a warrant for 
the request, or when the information is needed to locate a suspect or stop a crime;  

• For military, national defense and security and other special government functions; 

• To avert a serious threat to the health and safety of a person or the public at large; 

• For workers’ compensation purposes, and in compliance with workers’ compensation 
laws; 

• To coroners, medical examiners, and funeral directors for identifying a deceased 
person, determining cause of death, or carrying on their duties as authorized by law; 

•  
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• If you are an organ donor, we may release health information to organizations that 
handle organ procurement or organ, eye or tissue transplantation or to an organ 
donation bank, as necessary to facilitate organ donation and transplantation; 

• For research projects, but this will be subject to strict oversight and approvals and 
health information will be released only when there is a minimal risk to your privacy and 
adequate safeguards are in place in accordance with the law; 

• We may use or disclose health information about you in a way that does not personally 
identify you or reveal who you are. 

Any other use or disclosure of PHI, other than those listed above 
will only be made with your written authorization, (the 
authorization must specifically identify the information we seek to 
use or disclose, as well as when and how we seek to use or 
disclose it). You may revoke your authorization at any time, in 
writing, except to the extent that we have already used or 
disclosed medical information in reliance on that authorization.     

Patient Rights:  As a patient, you have a number of rights with respect to the protection of 
your PHI, including: 

The right to access, copy or inspect your PHI.  This means you may come to our offices and 
inspect and copy most of the medical information about you that we maintain.  We will 
normally provide you with access to this information within 30 days of your request.  We may 
also charge you a reasonable fee for you to copy any medical information that you have the 
right to access.  In limited circumstances, we may deny you access to your medical 
information, and you may appeal certain types of denials. 

We have available forms to request access to your PHI and we will provide a written response 
if we deny you access and let you know your appeal rights.  If you wish to inspect and copy 
your medical information, you should contact the privacy officer listed at the end of this 
Notice.   

The right to amend your PHI.  You have the right to ask us to amend written medical 
information that we may have about you.  We will generally amend your information within 60 
days of your request and will notify you when we have amended the information.  We are 
permitted by law to deny your request to amend your medical information only in certain 
circumstances, like when we believe the information you have asked us to amend is correct.  
If you wish to request that we amend the medical information that we have about you, you 
should contact the privacy officer listed at the end of this Notice.  
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The right to request an accounting of our use and disclosure of your PHI.  You may request an 
accounting from us of certain disclosures of your medical information that we have made in 
the last six years prior to the date of your request.  We are not required to give you an 
accounting of information we have used or disclosed for purposes of treatment, payment or 
health care operations, or when we share your health information with our business 
associates, like our billing Fire Department or a medical facility from/to which we have 
transported you.  

We are also not required to give you an accounting of our uses of protected health information 
for which you have already given us written authorization.  If you wish to request an 
accounting of the medical information about you that we have used or disclosed that is not 
exempted from the accounting requirement, you should contact the privacy officer listed at the 
end of this Notice.  

The right to request that we restrict the uses and disclosures of 
your PHI. You have the right to request that we restrict how we 
use and disclose your medical information that we have about you 
for treatment, payment or health care operations, or to restrict the 
information that is provided to family, friends and other individuals 
involved in your health care.  But if you request a restriction and 
the information you asked us to restrict is needed to provide you 
with emergency treatment, then we may use the PHI or disclose 
the PHI to a health care provider to provide you with emergency 
treatment.  German Township Fire Department is not required to 
agree to any restrictions you request, but any restrictions agreed to 
by German Township Fire Department are binding on German 
Township Fire Department. 

Internet, Electronic Mail, and the Right to Obtain Copy of Paper Notice on Request.  This 
notice is posted at www.Germanfire.org and is available electronically through the web site.  If 
you allow us, we will forward you this Notice by electronic mail instead of on paper and you 
may always request a paper copy of the Notice. 

Revisions to the Notice:  German Township Fire Department reserves the right to change the 
terms of this Notice at any time, and the changes will be effective immediately and will apply 
to all protected health information that we maintain.  Any material changes to the Notice will 
be promptly posted in our facilities and posted to our web site (www.Germanfire,org).  You 
can get a copy of the latest version of this Notice by contacting the Privacy Officer identified 
below.  
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Your Legal Rights and Complaints:  You also have the right to complain to us, or to the 
Secretary of the United States Department of Health and Human Services if you believe your 
privacy rights have been violated. You will not be retaliated against in any way for filing a 
complaint with us or to the government.  Should you have any questions, comments or 
complaints you may direct all inquiries to the privacy officer listed at the end of this Notice.  
Individuals will not be retaliated against for filing a complaint. 

If you have any questions or if you wish to file a complaint or exercise any rights listed in this 
Notice, please contact:  

The Safety Officer, German Township Fire Department 

Verbal Security 

Waiting or Public Areas:  If patients are in waiting areas to discuss the service provided 
to them or to have billing questions answered, make sure that there are no other persons in 
the waiting area, or if so, bring the patient into a screened area before engaging in discussion.  

Garage Areas: Staff members should be sensitive to that fact 
that members of the public and other agencies may be present in 
the garage and other easily accessible areas.  Conversations about 
patients and their health care should not take place in areas where 
those without a need to know are present.     

Other Areas:  Staff members should only discuss patient care information with those 
who are involved in the care of the patient, regardless of your physical location.  You should 
be sensitive to your level of voice and to the fact that others may be in the area when you are 
speaking.  This approach is not meant to impede anyone’s ability to speak with other health 
care providers freely when engaged in the care of the patient.  When it comes to treatment of 
the patient, you should be free to discuss all aspects of the patient’s medical condition, 
treatment provided, and any of their health information you may have in your possession with 
others involved in the care of the patient.     

Physical Security  

Patient Care and Other Patient or Billing Records:  Patient care reports should be stored 
in safe and secure areas.  When any paper records concerning a patient are completed, they 
should not be left in open bins or on desktops or other surfaces.  Only those with a need to 
have the information for the completion of their job duties should have access to any paper 
records. 

Billing records, including all notes, remittance advices, charge slips or claim forms 
should not be left out in the open and should be stored in files or boxes that are secure and in  
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an area with access limited to those who need access to the information for the 
completion of their job duties. 

Computers and Entry Devices:  Computer access terminals and other remote entry 
devices such as PDA’s and laptops should be kept secure.  Access to any computer device 
should be by password only.  Staff members should be sensitive to who may be in viewing 
range of the monitor screen and take simple steps to shield viewing of the screen by 
unauthorized persons.  All remote devices such as laptops and PDAs should remain in the 
physical possession of the individually to whom it is assigned at all times.  See the German 
Township Fire Department Policy on Use of Computer Equipment and Information Systems.  

Incidental Disclosures 

The Fire Department understands that there will be times when there are incidental 
disclosures about PHI in the context of caring for a patient.  The privacy laws were not 
intended to impede common health care practices that are essential in providing health care to 
the individual.  Incidental disclosures are inevitable, but these will typically occur in radio or 
face-to-face conversation between health care providers, or when patient care information in 
written or computer form is left out in the open for others to access or see. 

The fundamental principle is that all staff needs to be sensitive about the importance of 
maintaining the confidence and security of all material we create or use that contains patient 
care information.  Coworkers and other staff members should not have access to information 
that is not necessary for the staff member to complete his or her job.  For example, it is 
generally not appropriate for field personnel to have access to billing records of the patient. 

But all personnel must be sensitive to avoiding incidental 
disclosures to other health care providers and others who do not 
have a need to know the information.  Pay attention to who is 
within earshot when you make verbal statements about a patient’s 
health information, and follow some of these common sense 
procedures for avoiding accidental or inadvertent disclosures.  

Policy 

The DRS should only include HIPAA covered PHI, and should not include information used for 
the operational purposes of the organization, such as quality assurance data, accident reports, 
and incident reports.   The type of information that should be included in the DRS is medical 
records and billing records.  

Procedure 

The Designated Record Set 
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1. The DRS for any requests for access to PHI includes the following records: 

a. The patient care report or PCR created by EMS field personnel (this includes any 
photographs, monitor strips, Physician Certification Statements, Refusal of Care 
forms, or other source data that is incorporated and/or attached to the PCR. 

b. The electronic claims records or other paper records of submission of actual 
claims to Medicare or other insurance companies. 

c. Any patient-specific claim information, including responses from insurance 
payers, such as remittance advice statements, Explanation of Medicare Benefits 
(EOMBs), charge screens, patient account statements, and signature 
authorization and agreement to pay documents. 

d. Medicare Advance Beneficiary Notices, Notices from insurance companies 
indicating coverage determinations, documentation submitted by the patient, and 
copies of the patient’s insurance card or policy coverage summary, that relate 
directly to the care of the patient. 

e. Amendments to PHI, or statements of disagreement by the patient requesting 
the amendment when PHI is not amended upon request, or an accurate 
summary of the statement of disagreement. 

2. The DRS also include copies of records created by other service providers and other 
health care providers such as first responder units, assisting ambulance services, air 
medical services, nursing homes, hospitals, police departments, coroner’s office, etc., 
that are used by the Fire Department as part of treatment and payment purposes 
related to the patient.  
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JOB TITLE: Privacy Officer 

 

JOB PURPOSE AND SUMMARY 

The Privacy Officer oversees all activities related to the development, implementation, and 
maintenance of German Township Fire Department’s policies and procedures covering the 
privacy of patient health information.  This person serves as the key compliance officer for all 
federal and state laws that apply to the privacy of patient information, including the federal 
Health Insurance Portability and Accountability Act of 1996 (HIPAA).   

This individual is tasked with the responsibility of ensuring that all of the organization’s patient 
information privacy policies and procedures related to the privacy of, and access to, patient 
health information are followed.   

DUTIES AND RESPONSIBILITIES 

Principle Responsibilities 

1. Develop policies and procedures on staff training related to the privacy of 
patient health information and protected health information; 

2. Develop policies on the security of health care information including 
computer and password security and patient data integrity; 

3. Defines levels of staff access to PHI and minimum necessary requirement 
for staff based on the required job responsibilities; 

4. Oversees, directs, delivers, and ensures the delivery of initial and ongoing 
privacy training and orientation to all staff members, employees, 
volunteers, students and trainees. 

5. Serves as the contact person for the dissemination of PHI to other health 
care providers; 

6. Serves as the contact person for patient complaints and requests; 

7. Processes patient requests for access to and amendment of health 
information and consent forms; 

8. Processes all patient accounting requests; 

9. Ensures the capture and storage of patient PHI for the minimum period 
required by law; 

10. Ensures ambulance service compliance with all applicable Privacy Rule 
requirements and works with legal counsel and other managers to ensure 
the Fire Department maintains appropriate privacy and confidentiality 
notices and forms and materials. 

 



 

 

8400 Saint Wendel Road

Evansville, IN 47720
Voice 812-963-9077

Fax 812-963-5622
Email   germanfdhq@insightbb.com

Internet www.germanfiredept.org 

 

 

 

11. Cooperates with the state and federal government 
agencies charged with compliance reviews, audits and 
investigations. 

Policy on Medical Records of Employees 

Policy:  To provide guidance to management and staff concerning the privacy of medical 
records which involve staff members of German Township Fire Department. 

Procedure:  German Township Fire Department will, to the extent required by law, protect 
medical records it receives about employees or other staff in a confidential manner.  Generally, 
only those with a need to know the information will have access to it, and, even then, they will 
only have access to as much information as is minimally necessary for the legitimate use of 
the medical records.   

In accordance laws concerning disability discrimination, all medical records of staff will be kept 
in separate files apart from the employee’s general employment file.  These records will be 
secured with limited access by management.  

In accordance with the Privacy Rule of the Health Insurance Portability and Accountabilities 
Act, medical records that are not considered employment records will be treated in accordance 
with the safeguards of the Privacy Rule with respect to their use and disclosure.   

Employment records are not considered to be protected health information, or PHI, subject to 
HIPAA safeguards, including certain medical records of employees that are related to the job.  
These employment records not covered under HIPAA include, but are not limited to: 
information obtained to determine my suitability to perform the job duties (such as physical 
examination reports), drug and alcohol tests obtained in the course of employment, doctor’s 
excuses provided in accordance with the attendance policy, work-related injury and 
occupational exposure reports, and medical and laboratory reports related to such injuries or 
exposures, especially to the extent necessary to determine workers’ compensation coverage.   

Nonetheless, despite the fact that such records are not considered HIPAA protected, German 
Township Fire Department will limit the use and disclosure of these records to only those with 
a need to have access to them, such as certain management staff, the Fire Department’s 
designated physician, and state agencies pursuant to state law.   

With respect to staff members of German Township Fire Department, only health information 
that is obtained about staff in the course of providing ambulance or other medical services 
directly to them is considered PHI under HIPAA.  In other words, if German Township Fire 
Department provides ambulance service to an employee, the protections typically given to 
such information to our ambulance service patients applies to the employee.  These 
protections are subject to HIPAA exceptions, such as in the situation in which the staff  
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member used German Township Fire Department Service involved in a work-related injury 
while on duty.    

As another example, if we receive a staff member's medical record 
in the course of providing the employee with treatment and/or 
transport, it does not matter that German Township Fire 
Department happens to be the employer – that record is PHI. If, 
however, the employee submits a doctor's statement to a 
supervisor to document an absence or tardiness from work, 
German Township Fire Department does not need to treat that 
statement as PHI. Other health information that could be treated as 
employment related, and not PHI, includes medical information that 
is needed for German Township Fire Department to carry out its 
obligations under the FMLA, ADA and similar laws, as well as files 
or records related to occupational injury, disability insurance 
eligibility, drug screening results, workplace medical surveillance, 
and fitness-for-duty-tests of employees.  

If you have any questions about how medical information about you is used and disclosed by 
German Township Fire Department, please contact our Privacy Officer, Mary Ann Hibler. 

 


